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1. Go to the CMSNet Information page on the QTSO website at: https://www.gtso.com/cmsnet.html.

2. Select the link “CMSNet - Submission Access”

CMSNet Information

CMSNMet - Submission Access (selectthis link to begin the submission process)

Access Request Forms / Installation Guide & FAQ's
IES Sugge ChiSket Access Reguest Form (MDSePOC (NH), OASIS & ASPEN Web Llsers) [PDF 114 KB]
CMS Links ChiSket Access Reguest Form {IRF, LTCH & Swing Bed Lsers) [PDF 114 KB]

Bz Installation Guide For CMSMet Remote Users (GMSMet-Juniper Client) [PDF 1.12 ME]

HAYEN

Hospice Forissues with the Secure Access Service login or Juniper Client Installation please contact CMSMet User Support

IRF-PAIL at 888-238-2122 or by email at MDCMN.meo@palmetiogba.com. The @QTS0 Help Deskis not able to assist you with CMSMet connectivity.

iIRVEMN f IRVEM CMSMet FAQ [POF 35 KB

LASER i i i i
Lren Action Required: CMSNet Juniper Client Mandatory Upgrade (posted 071952013

MDS 3.0 A Mandatary upgrade to the CMSKet Juniper Client will occur for eastern states on August 17, 2013 and for western states on August 31, 2013, QIES users who connectto CMS
GRG0 Systermns using CMEMet must follow the instructions in the this document.

— ChiSket Juniper Client Upgrade [POF 11 KB]
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https://www.qtso.com/cmsnet.html

3. Select your State from the drop down list or by selecting your state from the image.

(= CMS Secure Access Service - Sign-In Notification - Windows Internet Explorer

ﬁ:—_—/»;v |§, https £ms.gov v| gj G | [42] [ ¢ |;. |p -

File Edit Wiew Fawvaorites Tools  Help

| 5l Favorites gl

|QCMS Secure Access Service - Sign-In Motification | | & - B =1 Qé; v Page ~ 3afety - Tools - @'
~
Puerto Rico
Virgin Islands
Leqal Motices | Accessibility Policy | Email the QTS0 Webmaster at STSOWEB@ifme org |

‘\Waiting For https:/iqies-west, cms.gov/dana-nafauthfur]_defaultfwelcome. cai... HENNNNNN @ Internet v’a - E100% v




4. On the Warning Page, you must select “OK” to proceed.

= CMS Secure Access Service - Sign-In Notification - Windows Internet Explorer

) - |@, https CINS. Qo
File Edit ‘ew Favorites Tools  Help
¢ Favorites o
'_r,éCMS Secure Access Service - Sign-In Motification & - B | E%A - Page - 3Safety - Tools - @'

d s
FEWARNING* *WARNING* *WARNING™* B
You have accessed a U.S. Government information system. There is no right of privacy on this system.
All data contained within this system is owned by the Centers for Medicare & Medicaid Services of the U.S.
Department of Health and Human Services. For the purpose of protecting the rights and property of the
Department, and to monitor compliance with all applicable statutes, regulations, agreements and policies; data
access, entry and utilization may be monitored, intercepted, recorded, copied, audited, inspected or otherwise
captured and/or analyzed in any manner.
Use of this system by any user, authorized or unauthorized, constitutes consent to this monitoring, interception,
recording, copying, auditing, inspecting or otherwise capturing and/or analyzing of data access, entry and/or
utilization through this system.
Unauthorized access is prohibited by Title 18 of the United States Code, Section 1030. Unauthorized access or use
of this computer system may subject violators to criminal, civil and/or administrative action. System personnel may
give any potential evidence of crime found on Department computer systems to law enforcement officials.
System users are required to adhere to all applicable statutes, regulations, agreements and policies governing their
access to and use of the data contained within this system including, but not limited to CMS Information Security
Polices, Standards and Procedures.
HEEEIFWARNING = *“WARNING = *WARNING****
Click OK to continue

v
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STOP

You will need Administrative Rights to your PC to proceed to the next step. The Administrative Rights are only
necessary for the set up and first successful log on to Juniper client.

Administrative Rights:

This means you can install software on your computer. If you cannot install software, please contact your
computer support. For instructions on checking your Administrative Rights — please check the FAQ (Frequently
Asked Questions) at https://www.qgtso.com/cmsnet.html for instructions.

STOP

You will need a CMSNet user 1D and password.

For instructions on checking your CMSNet user ID — please check the FAQ (Frequently Asked Questions) at
https://www.qgtso.com/cmsnet.html for instructions.



https://www.qtso.com/cmsnet.html
https://www.qtso.com/cmsnet.html

5. Enter your CMSNet user ID and password. Use the temporary password you received by email.

{= CMS Secure Access Service - Windows Internet Explorer

m." |g, https://gies-west.cms.gov/dana-na/authfurl_defaultfwelcome. cai V| % @ | X |f;'LiveSearch
File Edit ‘iew Fawvorites Tools Help

g:‘g'Favorites *ic‘g

| @ M5 Secure Access Service | |

(& A

CENTERS far MEDICARE & MEDICAID SERVICES

& - B =] @ v Page = Safety = Tools v @v

Welcome to the

CMS Secure Access Service

Username || NOTE: If this is your first time connecting, you will need to have admin rights to enable the

necessary components for remote access to the QIES application. If you do not have admin
Password | | rights, please contact your local support. https://www.qtso.com/cmsnet.html

Done

€ Internet i - ®iosh -




6. Enter your temporary CMSNet password in the “Old Password:” field.
Important: The password is case sensitive.

a. Create a new password following the rules below.

The password must contain ALL of these:

¢ A minimum of 9 characters, a maximum of 32 characters,
e It must include either a lower or upper case letter,

e It must include a number,

e It must include a special character (for example:!, $, #, %).
b.

Enter your created password in the New Password box and in the “Confirm Password” box.

7. Select the “Change Password” button.

{= CMS Secure Access Service - ChangePassword - Windows Internet Explorer

=X

2

@'\':/ - |g. https s, goy V| % | Bl 4| x| |y

. Fle Edit \Wew Favorites Tools Help

{\?Favorites 5’;5'

@CMS Secure Access Service - ChangePassword ﬁ} M

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

B ¥ gm - Page - Safety v Tools - @~

Change Primary Password

Your password must be changed. You must create a new password to continue.

Old Password: |

|
New Password: | |
|

[ Change Password ]

Confirm Password:

Dane €D Internet Fh v E00% -




8. Once you have successfully changed your password (as described in 6a), you will be prompted to reenter your
CMSNet user ID and the password you just created.

{= CMS Secure Access Service - Windows Internet Explorer

@.;:;; - |@, https crns.goy, V| Qj B | 44| | X |§" | 2

: File Edt ‘ew Faworites Tools Help
ﬁFa\-’orites {5

(& M5 Secure Access Service & - B (Y] pm=n - Page - Safety - Tools - @v

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

Welcome to the

CMS Secure Access Service

Successfully changed password. Please enter your username and new password.

Username || | NOTE: If this is your first time connecting, you will need to have admin rights to enable the
necessary components for remote access to the QIES application. If you do not have admin
Password | | rights, please contact your local support. https://www.qtso.com/cmsnet.html

Done €D Internet #3 - ®ioo% -




9. On this screen, you will be prompted to install the Juniper client.
If the small yellow message line above the CMS logo appears - select it to install the “JuniperSetupClient”.

... - Windows Internet Explorer.

@;‘/ - |§, https cms.goy V| %J Bl ||| 2| | A | | 2|

File Edt Wiew Favorites Tools Help

i;‘gFavorites i::";;

(€ Please watt... & - B ~| p=y - Page~ Safety~ Tools - @~
'@' This website wants to install the Fallowing add-on: 'JuniperSetupClient. cab' from 'Juniper Metwarks, Inc.'. IF you trust the website and the add-on and want o install it, click here. .. x

L

CNA7S

CENTERS for MEDICARE & MEDICAID SERVICES

Installation of Juniper setup ActiveX control requires your attention.

Please click on the Internet Explorer Information Bar located at the top or bottom of your browser to continue the installation.
If you do not see the information bar or you want to skip installation, please click here to continue. If you choose to skip, you
will not be prompted for ActiveX installation unless browser cookies are cleared.

ActiveX installation will be automatically skipped in 12 seconds.

For more information, please click here.

14 Done € Internet ¥ v W00 -




10. To begin the download and install of the Juniper client, select the first link titled “here”. It will bring up a file
download box.

ff Download Setup Client - Windows Internet Explorer

@.\:_}. - |§, https CIS . gove

File Edit “iew Fawvorites Tools Help

: {Qg Favarites : 1::‘5
& Download Setup Client

li, To help protect your security, Internet Explorer has restricted this site From showing certain content. Click here for options. ..

CR7S

CENTERS for MEDICARE & MEDICAID SERVICES

x

In order to continue the operation you need to install a setup client. Please click here to

install setup package. You must enable either ActiveX or Java to run the downloaded
setup client.

Once the setup client is installed, please click here to continue.

If you do not want to proceed, please click here to go back.

# Done

€D Trternet sn v W00 v
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11. Select Run to start the download.

File Download - Security Warning

Do you want to run or save this hle?

ﬁ Marme: JuniperSetupClisntInstaller.exe
Type: Application, 1.33ME

From: gies-west.cms.gowy

[ Bun ] [ Save ] [ Cancel {

potentially harm vour computer. |f you do nok trust the source, do not

I_F) wwhile files from the Intermet can be uzeful, thiz file tppe can
b o~ . - -
= run or zave thiz zoftware. Wwhat's the risk?

12. The Juniper client will start downloading.

50% of ...erSetupClientinstaller.exe from gies-west

b

«ersetupClientInstaller . exe From gies-wesk, chs, Qo

Estimakted time left 4 sec (628KE of 1.33MB copied)
Download ko: Temporary Faolder
Transfer rate: 176KESeC

[¥]iClose thiz dialog bow when download completes

Cancel




13. Select “Run” to install.

Internet Explorer - Security Warning

Do you want to run this software?
Mame: JuniperSetupClientInstaller. exe
Publisher: Juniper Networks, Inc.

E] More options Run ] mﬂnlt Run |

\While files From the Internet can be useful, this file bype can patentially harm
wour compuker, Only run software From publishers you trust, What's Ehe risk?

%)

14. When the installation is complete select “Close”.

i JuniperSetupClientInstaller Setup: Completed Z||E| X

| Completed

Show details |

The client is now installed.
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15. Select the second link on the page titled “here” to continue.

= Download Setup Client - Windows Internet Explorer

@ Lo - |g, https Cms. qoy

File  Edit  Wiew Fawvorites  Tools  Help

f\?Favorltes {,:‘3

@Download Setup Client & - B = E.éa ~ Page - Safety - Tools ~ '@"

lg, To help protect wour security, Internet Explorer has restricted this site Fram showing certain content. Click here For options. ..

CA7S

CENTERS for MEDICARE & MEDYCAID SERVICES

»

In order to continue the operation you need to install a setup client. Please click here to

install setup package. You must enable either ActiveX or Java to run the downloaded
setup client.

Once the setup client is installed, please click here to continue.

If you do not want to proceed, please click here to go back.

';,‘-f,' https: ffqies-wesk, cms,gov/danafhome/starterD, cgircheck=yes&nextpage=https%38%%2F%2Fgies-west, cms, gov !

& Internet S - Eio0w o~

16. At this warning screen, make sure the checkbox “Always trust content from this publisher” is checked and
select “Run” to continue.
Security Information

The application’s digital signature has been verified.
Do you want to run the application?

Mame: NeakerisSetup
Publisher: Juniper Metworks, Inc.

From: https: fqies-west,cms.goy

Blways trusk conkent From this publisher,

Run |[ Cancel ]

E This application will run with unrestricked access which may put

wour personal infarmation at risk. The publisher's identity has been

More Informatian. .
werified, Fun this application only if wou trust the publisher,




17. At the network connect screen, select “Always” to continue.

Setup Control - Warning b__<|

Do pou want bo download, install, ahd/or execute software from the
following zerver?

Product Name: Network Connect 7.1.0
Software Name: neoNMCSetup.exe

Server Mame: gies-west.cms.gov

Always Tes

18. The Network connect will start downloading files.
Note: There may be up to four different downloading screens that must complete.

Setup: Network Connect 7.1.0

Downloading Microsoft W¥CEBD.CRTR. Pleaze wait...

Downloading 298352 of 298353

AERRRERRRERRNEERNERENEEN
LCancel

19. After downloading the files, it will continue to install them without interaction.

Inztalling application, please wait...
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20. Please wait this may take a minute to launch the Network Connect depending on your computer and network.

¢= Junos Pulse Secure Access Service - Network Connect - Windows Internet Explorer

6;}* |g https:jgies-west.cms, gov/dana/nc/ncrun, cgizlaunch_nc=12+edir_url=/dana/homefindex . cgi Vl 5 @ 45| X |f_' Live Search |P -~

File Edit \Wiew Favorites Tools  Help

3¢ Favorites s

|OCU””E¢‘”'J--- | | C M- B) 0 = dmh - Page - Safety + Tooks - (@-
KCENTERS for MEDICARE & MEDICAID SERVICES 3] © B

Home @ Client Apps Help | Sign Out

Please wait...

Launching Network Connect. This may take from a few seconds to a couple of minutes, depending on your bandwidth.

1f an error prevents the Network Connect from loading properly, you can:
heck

eck browser compatibility
+ Continue. Not all functionality may be available.

Copyright ® 2001-2011 Juniper Networks, Inc. All rights reserved.

Done & Internet rs L 100% v

T} gies.doc - Micros...

21. Select “Hide” on the Network Connect box. If you select “Sign Out”, you will be disconnected. Do not sign out
at this time.

== Network Connect

Connection: qies-west.cms.govy
Status: Connected

Duration: O0:00:07

Buytes Sent: 5,503

Bytes Received: o

Assigned IP: AR KX
Security: AES128/SHAT
Compression: Morne

Transport Mode:; ESP

> | Hide ] Sign Out

15



22. Make the desired selection under Web Bookmarks. The bookmarks will vary depending on your user type
Note: If no links appear or the desired selection does not appear, contact the CMSNet Remote User
Support Helpdesk at (888) 238-2122.

e Web Bookmarks page for OGA users

cnrs/

Ll WSS  AEAR e

Hame | Cha
W aboome bo B Jsos Pubs Secure ACCess Fervcs, Sgateat.

ey
{2 gEs 1o Sucoess

& Hoston Demant (MO0
1@ ciurix

e Web Bookmarks page for ePOC users

CN7s/

CERTIRS dor MTRCART 8 MTRCAD SOCES |
i

Home  f
Wk B Dhe Jumes Pubie Sedwre A e, ejelesl,

= .

u ]

Web Bookmarks page for MDS users with ePOC access (or ePOC users MDS Access)
Cnrs/

FRITES o ML ) SN DRCACE (T _:'-

fiy

Foma L
‘Welccames 10 tha Sanoa Pulbie Secwe Accens Service, spacievi.

@ south Carcling

@ CM5 QIES Systems for Providers

L=
Lo

Web Bookmarks page for MDS and OASIS users
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e Web Bookmarks page for Swing Bed users

CN7S

ENTEAY Mo MCCYCARE 8 ANIRCAE VT

Wealcorres 1o ths kanos Pulss Serure Acosus Sernce, vabbaat.

{8 swingbed

e Web Bookmarks page for IRF users

7S

IR dar UL o AT WS

i»

Woalrarrm fu fhe fanny Pelss Sagre Aovess Servaw, alles,

e Web Bookmarks page for LTCH users

7S

CERTTET dor MTTVC A 4 REORCAD SIINNTS

Wk g bo the Jusos Pulss St ure Addein Service, Hobtesd.

@& L1oH

If you experience connection problems after following these instruction and reviewing the FAQ’s document, please
contact the Remote Users Support center at (888) 238-2122 and select option 2.

Before calling the Remote Users Support center, you must have:
(1) Your CMSNet ID

(2) Your Medicare CCN (CMS Certification Number)

(3) Access to the problem computer

17



23. A CMS Warning message will display. Select Ok to proceed.

Ak WO T O dananmmmn Cafionfinn bpuinm |t - Windwey fniey et Deplaini - |77 K ol | i
ey o A = ey xEF ]
e
Bl prewn S 0 e Faee ey Too s i@
M M [ AT sy (ol &-@ o ov P Gabery = Yook = i
E e —©
Mg T
B RS e S AL S e e _L
i Pt bt U1 Gt gt e, Thaes & res P o pracicy o thes grstees.
[ Py ey w— P Winchksid Sarwuns of B LLE

Copawimend of peal®s ared tiomen Sesvres. For the parpons of grold sy O sghs snd progeety of e [eparmer
el i mrde pkarcs s ol apple i o e regors, pesmmet] W polcms, ety e, s ard -

bt ey B mrhoredl, o rapted, reonded, D, SsSed, epechad o otwrems Captured s .
et 1 e e
e ol s st By e e, o e, 3

. dpgicd e arabvreg o i, wrey el
i tnies Paimhs P s,
Pt ] el 8 o] b T L G ot P a0 (G, S LI Ul B b i s i
s o Gy by e alanies 1 o, el ardier L
By A ol oF e Pl ) R LSRR B, O b e TR
Spubas sy e b a5 ol ekl Bt ragnrd, it o st e
e o el e of P daly pont e st S pysbes irckiing, bl ot b, "CHS B armanfion, Sty
Fokrios, Sarcends wred Procedam ©

AN, T WRARDG WA T

(= J[ ==
& b P |

24. If you receive the website certificate error, select the “Continue to this website”

][5 x| |87

Ei- 0 05 em - paons Sefey s ook s e

@ There is a problem with this website's security certificate

The security certificate presented by this website was not issued by a trusted cartificate autharity

Security cerificate problems may indicate an sttempl 1o feol you o intercept any data you send o the
ATVeT

‘Wa recommend thet you closs this webpage snd do not continue to this website.
@ Chick hare 18 coad ik vebipdde,
@ Continue to this website (ot recommended)

@ More information

psacrptickoaPugel} A Intsmrat Fa s Wow .




25. Depending on your selection from the Web Bookmarks page, a Welcome page will display. This example
shows the Welcome to CMS QIES Systems for Providers page for an LTCH user.

@ M3 QIES Systems for Providers | |

CMS

CENTERS FOR MEDICARE & MEDICAID SERVICES

Reminder: The LTCH CARE Systern may be down for maintenance the third Sunday of each month. If you experience any problems submitting or retrieving reports, please try again on Monday.

Reminder: When an existing LTCH receives a new Medicare provider number, the LTCH must discontinue submitting data under the old provider number.

LTCH User Registration

LTCH CARE Submissions

LTCH CARE Submission User's Guide |Choose a Section x| Select |

CASPER Reporting - Select this link to access the Final Validation and Provider reports.

CASPER Reporting User's Manual: |Choose a Section j Select |

QIES User Maintenance Application

QIES User Maintenance Application User's Guide

LTCH Forms

26. Once you have finished with your work at the CMS site.

a. Do not close the Juniper web page until you have signed out.
b. To sign out select the “Sign Out” tab on the Juniper page.
c. Close the entire browser.

IMPORTANT NOTE: If you do not SIGN OUT you may be blocked from some of your network services. This
will release after 20 minutes or a reboot of your PC. Remember always sign out and close the browser (Internet
Explorer).
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