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Policies and Procedures for

Treatment Provider Agencies Accessing Idaho WITS and 
GAIN Production Sites
Requirement:

Beginning July 1, 2013, all SUD network providers will be required to utilize WITS as their billing record to track and submit claims for payment.

Purpose:

To establish Guidelines and methods for WITS/GAIN Users to access the WITS/GAIN Production Sites within the permission parameters for which they have been authorized. 

Policy:

Processes of entering and sharing, identifying, descriptive, and/or diagnostic data, regarding individuals whose personal information has been entered into WITS/GAIN must meet confidentiality requirements of both HIPAA Law and 42 CFR. Only those persons meeting requirements, as determined by his/her proscribed role(s) and qualifications, may be granted specific permissions to access WITS/GAIN. 

Procedure:

Each Agency will receive a packet containing information, instructions, and forms from DHW. Each Agency will identify those staff, who by virtue of his/her role within the respective agency, will be recommended to have access to WITS/GAIN Productions Sites.  Each Agency will complete and submit all forms to the WITS Help Desk per the instructions.  

The WITS Help Desk will review documentation for completeness of required information and appropriateness of recommended permissions to access the production sites.  The WITS Help Desk will place incomplete paperwork on hold and notify the Agency of corrective action required.  The WITS Help Desk will create agencies and users in WITS and will issue passwords and pins allowing authorized users to access production sites.
Agencies will use the WITS and GAIN Security Access Forms to notify the WITS Help Desk within 24 hours of any decision to request: editing or changing permission level of current users, or revoking permissions of current users.  This will allow the WITS Help Desk to better support Agency efforts and in the case of some revocations, ensure compliance with confidentiality requirements of HIPAA Law and 42 CFR. 
Idaho WITS 

Treatment Provider Agency

Set Up Checklist
The following Checklist and forms are used to set the agency up in WITS and GAIN. There are separate Checklists and forms for setting up individual users.
	 FORMCHECKBOX 

	WITS Agency Set-up

· Submit one signed WITS Agency Set-Up form for the agency.

	 FORMCHECKBOX 

	WITS Facility Set-up

· Submit one WITS Facility Set-Up form for each physical location.

	 FORMCHECKBOX 

	GAIN ABS Request and Agency Set-up

· Submit one GAIN ABS Request and Agency Set-Up for the agency. Only complete the Agency Information section on this form, all other information is pre-filled.

	 FORMCHECKBOX 

	GAIN Coordination Center Data Agreement (Data Sharing)

· This is a required form to meet HIPAA requirements for protection of PHI that is shared with Chestnut Health Systems (GAIN data).  

· Submit one signed Data Sharing Agreement per agency. 

	Problem Solving

Questions regarding forms, the status of submitted paperwork or technical problems and password resets should be directed to the WITS Help Desk at 208-332-7316 or dbhwitshd@dhw.idaho.gov.


Submit the completed form(s) to the WITS Help Desk: 

via Support Ticket in WITS, or email dbhwitshd@dhw.idaho.gov, or fax 208-332-7305.
Idaho WITS 

Treatment Provider Agency Set-Up

If you have any questions about this form, please contact the WITS Help Desk at: dbhwitshd@dhw.idaho.gov or call 208-332-7316.

Complete one WITS Agency Set-Up Form for the Agency. There is a separate form for each facility to be set up under the Agency.

	Agency Name:       
EIN Number (Federal Tax ID Number):       
NPI Number (if available):       
Main Office Physical Address:       
Mailing Address (if different):       
City:                 State:                 Zip:       
Contact Name:              Phone Number:       
Email:       


WITS Help Desk Support

By signing the WITS Agency Set Up form, the user acknowledges and accepts that the WITS Help Desk service is not sold but rather is provided as a free service for the convenience of our providers, without representation or warranty of any kind, and as such no liability will be taken for advice and assistance given to providers where providers or representatives deem that advice to be inappropriate or incorrect.  Any provider is welcome to use the WITS Help Desk to help resolve WITS issues; however the Department and the WITS Help Desk accepts no responsibility for any loss that may be suffered by any provider who relies totally or partially on information imparted by the WITS Help Desk to make the service workable in the providers' environment. The Department and WITS Help Desk will not be liable to you or any other persons or entity with respect to any liability, loss or damage caused or alleged to be caused either directly or indirectly by WITS or the WITS Help Desk. The Department reserves the right to protect our WITS Help Desk staff from any form of abuse by withdrawing the WITS Help Desk service from the customer at any time deemed fit by Department management.

___________________________________________         

 _____________

Agency Authorized Agent






 Date
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Treatment Provider Facility Set-Up

If you have any questions about this form, please contact the WITS Help Desk at: dbhwitshd@dhw.idaho.gov or call 208-332-7316.

Complete one WITS Facility Set-up Form per additional physical location. 

	Agency and Facility Name :       
Physical Address:       
Mailing Address (if different):       
City:                 State:                 Zip:       
Contact Name:              Phone Number:       
Email:       


Submit the completed form(s) to the WITS Help Desk: 

via Support Ticket in WITS, or email dbhwitshd@dhw.idaho.gov, or fax 208-332-7305.
Chestnut Health Systems

Modified for use in Idaho 
GAIN ABS Request and Agency setup

	If you have any questions about this form, please contact the WITS Help Desk at:
 dbhwitshd@dhw.idaho.gov or call 208-332-7316.



	Today’s Date: 

	Agency INFORMATION

	Agency name:      

	Site number:  To be assigned by SUD

	Physical address:      

	City:      
	State:      
	Zip code:      

	Agency phone number:      

	

	Does the USPS package include a Data Sharing Agreement with original signatures?   FORMCHECKBOX 
 Yes        FORMCHECKBOX 
 No 

	

	Instrument information

	

	 FORMCHECKBOX 
 GAIN-Initial (Specify version below)
	GAIN-Monitoring Instruments to be chosen at a later date
	 FORMCHECKBOX 
 GAIN-Quick

	 FORMCHECKBOX 
 Full
	
	 FORMCHECKBOX 
 GAIN-Short Screener

	

	G-RRS Report Header and Footer SETTINGS

	Default information placement settings for the GAIN Recommendation and Referral Summary header and footer are listed below. 

	Header Left
	Header Center
	Header Right
	Footer Left
	Footer Right

	Client Name
	Client Number
	Assessment Date
	Report Title
	Print Date


Complete one GAIN ABS Request and Agency Set-Up Form for the Agency.

If Applicable, please complete: 

Grant Program:  Not Applicable
Grant No.:   Not Applicable 

GAIN License Number: Idaho Project
GAIN Coordination Center Data Agreement

For Covered Entities 

(1. GCC Full CE, version 6-23-03)

This Data Agreement (the “Agreement”) is entered into as of _______________, 201_, (the “Effective Date”) by and between ________________________, (the “SITE”) and Chestnut Health Systems, Inc.’s GAIN Coordination Center (“GCC”).   

WHEREAS, SITE is a Covered Entity within the meaning in the Health Insurance Portability and Accountability Act Privacy Rule, 45 C.F.R. Parts 160-164 (the “Privacy Rule”);

WHEREAS, SITE (and/or its affiliates) operates a drug and alcohol treatment program and information obtained in the program is governed by the Federal Confidentiality of Alcohol and Drug Abuse Patient Records law and regulations (42 CFR Part 2);


WHEREAS, because of its data collection expertise, GCC has been selected by State of Idaho, Department of Health and Welfare (Idaho DHW) to serve as a data-coordinating center;


WHEREAS, as the data-coordinating center, GCC receives data from several sites, including SITE, in order to aggregate, clean and de-identify data for cross-site analysis; and

WHEREAS, as the data coordinating center, GCC also discloses data back to the sites, including SITE, for their internal purposes and also to the State of Idaho, for its data collection and validation purposes.

WHEREAS, the parties wish to enter into an agreement that will permit the sharing of data between them; 


NOW, THEREFORE, SITE and GCC agree as follows:

SECTION 1.    DEFINITIONS

1.1
De-identified Information does not identify an individual, and cannot be used to identify an individual.  Health information is de-identified if all the following items of information are removed for the individual patient, and his/her relatives, employers and household members:

٠
Names

٠
All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:  1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and 2) the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.  

٠
All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, and date of death

٠
All ages over 89 and all elements of dates (including year) indicative of such age, except a single category may be used for age 90 or older

٠
Telephone and fax numbers

٠
Electronic mail addresses

٠
Social Security numbers

٠
Medical record numbers

٠
Health plan beneficiary numbers

٠
Account numbers

٠
Certificate/license numbers

٠
Vehicle identifiers and serial numbers, including license plate numbers

٠
Device identifiers and serial numbers

٠
Web Universal Resource Locators (URLs)

٠
Internet Protocol (IP) address numbers

٠
Biometric identifiers, including finger and voice prints

٠
Full face photographic images and any comparable images

٠
Any other unique identifying number, characteristic, or code, except permitted re-identifiers

٠
Any other information the staff member actually knows could be used alone or in combination with other information to identify an individual

If all the information listed above is not removed, health information can also be considered de-identified if an expert in generally accepted statistical and scientific principles relating to rendering information not individually identifiable determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, to identify an individual.  The methods and results of the expert’s analysis must be documented.

1.1a
Idaho Project means the sum of all services resulting from contracts entered into between the Idaho Office of Drug Policy and Chestnut Health Systems and the Idaho Department of Health and Welfare and Chestnut Health Systems for the purpose of implementing the GAIN Family of Screening and Assessment Instruments as the Common Screening and Assessment Instruments to be utilized by publicly funded referral and substance use disorders treatment agencies in Idaho. 

1.1b APPROPRIATION BY LEGISLATURE REQUIRED. SITE is a government entity and this agreement shall in no way or manner be construed so as to bind or obligate SITE or the State of Idaho beyond the term of any particular appropriation of funds by the Legislature of the State of Idaho as may exist from time to time.  SITE reserves the right to terminate this agreement in whole or in part (or any order placed under it) if, in its sole judgment, the Legislature of the State of Idaho fails, neglects, or refuses to appropriate sufficient funds as may be required for SITE to continue such payments, or rescinds or requires any return or "give-back" of funds required for SITE to continue payments, or if the Executive Branch mandates any cuts or holdbacks in spending.  All affected future rights and liabilities of the parties hereto shall thereupon cease within ten (10) calendar days after notice to GCC.  It is understood and agreed that SITE's payments herein provided for shall be paid from Idaho State Legislative appropriations.

1.2    A Limited Data Set means a data set that has had the following Protected Health Information for the individual, his/her relatives, employers or household members removed: 

٠
Names; 

٠
Street or Postal address information (other than town or city, state, and zip code)

٠
Telephone numbers

٠
Fax numbers

٠
Electronic mail addresses

٠
Social Security numbers

٠
Medical record numbers

٠
Health plan beneficiary numbers

٠
Account numbers

٠
Certificate/license numbers

٠
Vehicle identifiers and serial numbers, including license plate numbers

٠
Device identifiers and serial numbers

٠
Web Universal Resource Locators (URLs)

٠
Internet Protocol (IP) address numbers

٠
Biometric identifiers, including finger and voice prints

٠
Full face photographic images and any comparable images

The Limited Data Set may include the following identifying information:

٠
The town or city, state and zip code of the individual, his/her relatives, employers or household members 

٠
Dates, including dates of behaviors or services converted to days before or after intake and the federal fiscal year of intake

٠
Age (in years) at intake

٠
A unique research identifying number, characteristic or code 

The Limited Data Set may also include non-identifying information, including the type of treatment or service received or randomly assigned and the amount of services received as well as the facility location.  The Limited Data Set will require two linkage files (one at the SITE and one at GCC) to connect it back to PHI.  

1.3
Protected Health Information (PHI) means individually identifiable health information:


(1) Except as provided in paragraph (2) of this definition, that is:



(i)
Transmitted by electronic media;

(ii)
Maintained in any medium described in the definition of electronic media at §162.103 of the Privacy Rule



(iii)
Transmitted or maintained in any other form or medium.


(2) Protected health information excludes individually identifiable health information in:

(i)
Education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g;



(ii)
Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and



(iii)
Employment records held by a covered entity in its role as employer.

1.4
Research is the systematic investigation, including research development, testing and evaluation, designed to develop or contribute to generalizable knowledge.

1.5
All other capitalized terms not defined herein shall have the same meaning as in the Privacy Rule.

SECTION 2.
SERVICES TO BE PROVIDED

2.1
The parties mutually agree that the following named individual(s) will oversee the receipt and disclosure of data under this Agreement on behalf of GCC:________________________________________(insert name and contact info)

2.2 The parties mutually agree that the following named individual(s) will be designated as point-of-contact on behalf of SITE: _________________ (insert name and contact info).  

2.3
The parties mutually agree that the Idaho Department of Health and Welfare, DHW, will designate a point-of-contact on behalf of the Idaho Project.

2.4
GCC will provide the following services to the Idaho DHW, as requested by the Idaho DHW (the “Services”):

٠
Training of SITE’s staff on data collection techniques

٠
Software to initially de-identify the data prior to transmittal

٠
Further de-identification of data

٠
Creation of a Limited Data Set

٠
Technical assistance on systems

٠
Data aggregation services

٠
Analytic and publication assistance

In the course of providing these services, GCC may have varying degrees of access to Protected Health Information (“PHI”), a Limited Data Set or De-identified Information.
SECTION 3:  GCC’S RECEIPT OF PHI (Business Associate Provisions)

3.1
To the extent that GCC has access to PHI provided by SITE, then GCC shall be operating as a Business Associate of SITE and this section of the Agreement shall apply.  All PHI that is received by GCC in this capacity and disclosed or made available in any form, including paper record, oral communication, audio recording, and electronic display, by SITE or its operating units to GCC is covered. 

3.2
GCC may use or disclose PHI on behalf of SITE only in order to perform any of the Services requested by the Idaho DHW as set forth in Section 2.4 above and in accordance with Section 3.3 below.   

3.3
Except as otherwise limited in this Agreement, GCC may also use PHI as follows:

٠
For the proper management and administration of GCC

٠
To carry out the legal responsibilities of GCC

3.4
GCC may not use or disclose PHI if such use or disclosure would be a violation of the Privacy Rule if done by SITE.  

3.5
GCC agrees it will not use or further disclose PHI other than as permitted or required by this Agreement or as required by law.

3.6
Safeguards.  GCC agrees to use appropriate safeguards to prevent use or disclosure of PHI other than as provided for by this Agreement.  

3.7
Mitigation.  GCC agrees to mitigate, to the extent practicable, any harmful effect that is known to GCC of a use or disclosure of PHI by GCC in violation of the requirements of this Agreement.  

3.8
Reporting.  GCC agrees to report to SITE and the Idaho DHW, in writing, any use or disclosure of the PHI not provided for by this Agreement of which it becomes aware.

3.9 
Subcontractors.  In the event that GCC is permitted by law to provide PHI to an agent, GCC agrees to ensure that its agents, including a subcontractor, to whom it provides PHI received from SITE agrees, in writing, to the same restrictions and conditions that apply to GCC with respect to such information.

3.10
Right of Access.  SITE and GCC agree that GCC shall not be creating any PHI or receiving any PHI on behalf of SITE that is not already contained within SITE’s records.  Therefore, any requests for access to PHI by patients shall be the sole responsibility of SITE.  

3.11
Right of Amendment.   GCC agrees to incorporate any amendments to PHI as directed or agreed to by the SITE in accordance with the amendment of PHI provisions of the Privacy Rule as set forth in 45 C.F.R. §164.526 in the time and manner that are mutually agreeable to the parties.

3.12 
Right to Accounting of Disclosures.  SITE and GCC agree that GCC shall not make any disclosure of PHI that needs to be included within an accounting of disclosures.  

3.13
Books and Records. GCC agrees to make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by GCC on behalf of, SITE available to the Secretary for purposes of determining the SITE’s compliance with Section 3 of this Agreement and the Privacy Rule. 
3.14
Return or Destruction of PHI.  Upon termination of this Agreement, for any reason, GCC shall, as directed by SITE, return or destroy all PHI received from or created or received by GCC on behalf of SITE that GCC still maintains in any form and retain no copies of PHI.  This provision shall apply to PHI that is in the possession of GCC, its subcontractors or agents. If return or destruction is not feasible, GCC shall provide to SITE notification of the conditions that make return or destruction infeasible.  If SITE is in agreement that return or destruction is not feasible, then GCC will agree to extend the protections of this Agreement to the information and to limit further uses and disclosures to those purposes that make the return or destruction of the information infeasible, for as long as GCC maintains such PHI.  

SECTION 4:  GCC’S RECEIPT OF SUBSTANCE ABUSE TREATMENT RECORDS (Qualified Service Organization Provisions) 

4.1
To the extent that GCC has access to substance abuse treatment information in the course of providing Services or technical assistance to SITE, then GCC shall be operating as a qualified service organization of SITE (as that term is defined by 42 CFR §2.11) and this section of the Agreement shall apply.  

4.2
In receiving, storing, processing or otherwise dealing with any protected substance abuse information from SITE, GCC is fully bound by the provisions of the federal regulations governing Confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR Part 2.

4.3
If necessary, GCC will resist in judicial proceedings any efforts to obtain access to patient records except as permitted under 42 CFR Part 2.

4.4 GCC acknowledges that any unauthorized disclosure of information under this part is a federal criminal offense.  

4.5 
To the extent that the Idaho DHW has access to substance abuse treatment information in the course of providing Data Coordination Management or assistance to SITE, the Idaho DHW, shall be operating as a qualified service organization of SITE (as that term is defined by 42 CFR §2.11) and this section of the Agreement shall apply.  

SECTION 5:  
GCC’S USE OR DISCLOSURE OF A LIMITED DATA SET 

5.1
This section shall serve as the Data Use Agreement between SITE and GCC and shall govern GCC’s use or disclosure of any Limited Data Set received from SITE.

5.2 GCC may use or disclose the Limited Data Set to SITE or Idaho DHW only for the purpose of research, public health or health care operations.  

5.3
GCC may not use or disclose the Limited Data Set if such use or disclosure would be a violation of the Privacy Rule if done by SITE.  

5.4
GCC agrees it will not use or further disclose the Limited Data Set other than as permitted or required by this Agreement or as required by law.  GCC will notify SITE of any disclosure to the Idaho DHW.

5.5
GCC agrees to use appropriate safeguards to prevent use or disclosure of the Limited Data Set other than as provided for by this Agreement.  

5.6
GCC agrees to report to SITE and the Idaho DHW, in writing, any use or disclosure of the Limited Data Set not provided for by this Agreement of which it becomes aware.

5.7
In the event that GCC is permitted by law to provide the Limited Data Set to a third party, GCC agrees to have the third party execute a Data Use Agreement in the form attached to this Agreement.  

5.8
GCC will not (re)identify the information or contact the individuals who are the subjects of the information.

SECTION 6:  
SITE’S USE OR DISCLOSURE OF A CROSS-SITE LIMITED DATA SET 

6.1
This section shall serve as the Data Use Agreement between SITE and GCC and shall govern SITE’s use or disclosure of any cross-site Limited Data Set received from GCC.

6.2
SITE  may use or disclose the Limited Data Set to GCC or the Idaho DHW only for the purposes of research, public health or health care operations.

6.3
SITE may not use or disclose the Limited Data Set if such use or disclosure would be a violation of the Privacy Rule if done by GCC.  

6.4
SITE agrees it will not use or further disclose the Limited Data Set other than as permitted or required by this Agreement or as required by law.

6.5
SITE agrees to use appropriate safeguards to prevent use or disclosure of the Limited Data Set other than as provided for by this Agreement.  

6.6
SITE agrees to report to GCC, in writing, any use or disclosure of the Limited Data Set not provided for by this Agreement of which it becomes aware.

6.7
In the event that SITE is permitted by law to provide the Limited Data Set to a third party, SITE agrees to have the third party execute a Data Use Agreement in the form attached to this Agreement.  

6.8
SITE will not (re)identify the information or contact the individuals who are the subjects of the information.

SECTION 7:  
DE-IDENTIFIED INFORMATION

7.1
De-identified information may be disclosed or used in accordance with §164.514 (a) and (b) of the Privacy Rule.  De-identified Information is not addressed in 42 CFR Part 2.  GCC shall be permitted to use or disclose de-identified information without restriction.
7.2
GCC’s de-identified data set shall contain a randomly assigned research identification number, which will be linked only to the research identification number assigned by the SITE.  SITE will not have access to this link.  Similarly, GCC will have not have access to the link between the SITE’s research identification number and personal identifiers.      


SECTION 8:
TERM AND TERMINATION

8.1
Term.
This Agreement shall become effective on the Effective Date and shall terminate when data is no longer being provided to GCC by SITE or to SITE by GCC.  GCC agrees that all identifying information not previously returned or destroyed in accordance with Section 3.14 will be destroyed within five (5) years of Effective Date, unless an updated consent are obtained or as otherwise required by law.  

8.2
Termination.  Either party shall be permitted to terminate this Agreement immediately, and any other agreement between the parties, in the event that the other party has materially breached this Agreement.  If termination is not feasible, the non-terminating party, if a Covered Entity, shall have the responsibility to report any problems to the Secretary.  

SECTION 9: 
MISCELLANEOUS

9.1
Compliance with Law. The parties shall each be solely responsible for their own compliance with all applicable law, including the following: 

٠
The terms of its relationship with the Idaho DHW, other Idaho State Departments or contractees with the State of Idaho 

٠
Statutes and regulations governing human subject research and any requirements imposed by an Institutional Review Board

٠
Statutes and regulations governing data safety and monitoring plans, monitors or boards

٠
The Federal Drug and Alcohol Confidentiality Law (42 CFR Part 2)

٠
The Health Insurance Portability and Accountability Act
This Agreement shall not replace any existing contracts, agreements or other approval mechanisms for cross-site sharing of data.  

9.2
Indemnification.  GCC shall indemnify, defend and save harmless SITE, its officers, agents and employees, from and against all liability, claims, damages, losses, expenses, actions and suits whatsoever, including injury or death of others or any employee of the GCC caused by or arising out of the GCC’s performance, act or omission of any term of this Agreement. Nothing in this provision shall extend the GCC’s indemnification of the SITE beyond the liability of the SITE provided in the Idaho Tort Claims Act, Idaho Code § 6-901 et seq., the aggregate of which is limited $500,000 by Idaho Code § 6-926. SITE shall indemnify, defend and save harmless GCC, its officers, agents and employees from and against all liability, claims, damages, losses, expenses, actions and suits whatsoever, including injury or death of others or any employee of SITE caused by or arising out of SITE’s negligent performance, act or omission of any term of this Agreement.  Nothing in this provision shall extend the liability of SITE beyond that provided in the Idaho Tort Claims Act, Idaho Code § 6-901, et seq. 

9.3
Regulatory Reference.  A reference in this Agreement to a section in the Privacy Standards or 42 CFR Part 2 means the section as in effect or as amended.

9.4
Preemption.  In the event of an inconsistency between the provisions of this Agreement and mandatory provisions of the Privacy Rule or 42 CFR Part 2, as amended, the Privacy Rule or 42 CFR Part 2 shall control.   

9.5 
Independent Entities.  None of the provisions of this Agreement is intended to create, nor shall any be construed to create, any relationship between the parties other than that of independent entities contracting with each other solely to effectuate the provisions of the Agreement.  

9.6 
Severability.  The invalidity or unenforceability of any term or provision of this Agreement shall not affect the validity or enforceability of any other term or provision. 

9.7 
Amendments.  The parties agree to take such action as is necessary to amend this Agreement from time to time as is necessary for either party to comply with the requirements of the Privacy Rule, the Security Rule or 42 CFR Part 2.  This agreement shall not be amended without the mutual written consent of the parties.

9.8 No Third-Party Beneficiaries.  This Agreement shall not in any manner whatsoever confer any rights upon or increase the rights of any third-party.

9.9 Entire Agreement.  The parties acknowledge that this Agreement represents the entire understanding between the parties with respect to the subject matter hereof and that there are no other agreements, either oral or written, between them.

IN WITNESS WHEREOF, the Parties have executed this Agreement as of the day and year written below.

SITE:_______________________________

GCC: CHESTNUT HEALTH SYSTEMS, INC.

Corporate Representative:



Corporate Representative:

By:________________________________

By:__________________________________









Mark D. Godley, Ph.D.

Title:_______________________________

Title:__Director of Research and Development
Date:_______________________________
Date:________________________________

Technical Representative:



Technical Representative:

By:_________________________________

By:__________________________________









Michael Dennis, Ph.D.

Title:_______________________________

Title:__Senior Research Psychologist_______

Date:_______________________________
Date:_________________________________
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Treatment Provider User Checklist
The following Checklist and forms are used to set up individual users in Idaho WITS. 
	 FORMCHECKBOX 

	WITS Security Access Form

· Submit a signed WITS Security Access Form for each user to the WITS Help Desk.  

	 FORMCHECKBOX 

	WITS User Agreement

· Submit a signed WITS User Agreement for each user to the WITS Help Desk.

	 FORMCHECKBOX 

	GAIN ABS User Information

· Submit one GAIN ABS User Information form per user. Only staff that meet the criteria for QP or QP Trainee per IDAPA 16.06.03 and who are Certified GAIN-I Site Interviewers, Certified GAIN-I Administrators, or Local Trainers shall have read/write access to the GAIN production site.

	 FORMCHECKBOX 

	GAIN Usage Agreement for Non-GAIN Certified Staff  

· Non-GAIN-I Certified staff will fill in ‘Trainees’ Signature & Print lines.

· Agency Administrators will fill in ‘GAIN Certified Trainer’ Signature & Print lines.

	Removing Access

Agencies are responsible to notify the WITS Help Desk of any termination of employment so that timely termination of access to WITS and GAIN can be completed.  Agencies will submit the WITS Security Access Form to notify the WITS Help Desk within 24 hours of any decision to request the revocation permissions of current users.  


	Problem Solving

Questions regarding forms, the status of submitted paperwork or technical problems and password resets should be directed to the WITS Help Desk at 208-332-7316 or dbhwitshd@dhw.idaho.gov



Submit the completed form(s) to the WITS Help Desk: 

via Support Ticket in WITS, or email dbhwitshd@dhw.idaho.gov, or fax 208-332-7305.
Idaho WITS 

Treatment Provider Agency
Security Access Form

If you have any questions about this form, please e-mail the WITS Help Desk at: dbhwitshd@dhw.idaho.gov or call 208-332-7316.

According to HIPAA guidelines, a person should only have enough access necessary to perform his/her job.  
Please check one of the following:    FORMCHECKBOX 
 New User     FORMCHECKBOX 
 Edit Permissions     FORMCHECKBOX 
 Revoke Permissions
	Date:                Agency Name:       
Physical Address:       
City:           State:       Zip:             Mountain Time Zone  FORMCHECKBOX 
    Pacific Time Zone  FORMCHECKBOX 

First Name:                    Last Name:       
Phone Number:              User Email:       
Job Title:                         Supervisor:       
 FORMCHECKBOX 
 Check here if individual is to have access to all facilities under the agency.  Otherwise, please list the facilities the individual will need access to:        


	The Individual will need the following permissions (please select one):

	         Job Description
	Standard Job Function Roles
	Standard Role Attributes 

(In addition to Job Function Roles)

	 FORMCHECKBOX 

	Agency WITS Administrator
	To be assigned by IDHW WITS Administrators
	

	 FORMCHECKBOX 

	Billing Staff 

(non-clinical)
	Agency Invoicing (Full Access)

Agency Reporting

Billing Encounter List

Clinical (Read-Only)
Create Agency Claim Batch

	Agency Billing

Authorization (Full Access)

Client Payments (Full Access)

Client Profile (Full Access)

Contract Management (Read Only)

Non-Treatment Team Access
Release to billing

	 FORMCHECKBOX 

	Clinical Staff and/or
Clinical Supervisor and/or
Case Manager
	Clinical (Full Access)


	Authorization (Full Access)

Client Diagnosis
Create Scheduler Encounter
Manage staff schedules (Read-Only)
Release to billing

	 FORMCHECKBOX 

	Non-Clinical Staff (Office staff)
	Clinical (Read-Only)


	Authorization (Read-Only)

Client Profile (Full Access)

Intake (Full Access)

Manage staff schedules
Non-Treatment Team Access
Notes (Full Access)

	 FORMCHECKBOX 

	Staff Accepting Referrals and Authorizations
	Clinical (Full Access)
Clinical Supervisor

	Authorization (Full Access)

Manage staff schedules (Read-Only)



	Additional Job Function Roles and Role Attributes outside of standard role access must be approved by the IDHW WITS Administrators. 

	Additional Role Attributes

	 FORMCHECKBOX 
 Admission (Full Access) – Access to enter admission information.
 FORMCHECKBOX 
 Agency Reporting – Access and run agency-wide reports under Reports.

 FORMCHECKBOX 
 Billing Encounter List – Access to the encounter list screen under agency/billing.
 FORMCHECKBOX 
 Client Diagnosis – Access to enter a diagnosis on the admission screen.

 FORMCHECKBOX 
 Create Scheduler Encounter – Access to create or view an encounter for scheduled appointments.

 FORMCHECKBOX 
 Consent (Full Access) – Access for non-clinical staff to accept/reject consented information from other agencies.
 FORMCHECKBOX 
 Contract Management (Read-Only) – Access to view contract management under Agency/Contract Management.
 FORMCHECKBOX 
 Drug Testing (Full Access) – Access to enter drug testing results.
 FORMCHECKBOX 
 Drug Testing (Read-Only) – Access to view drug testing results.
 FORMCHECKBOX 
 *Group Notes – (Add Group) – Access to enter new groups.
 FORMCHECKBOX 
 Human Resources (Full Access) – Access to enter staff profiles and staff information.
 FORMCHECKBOX 
 Human Resources (Read-Only) – Access to view staff profiles and staff information.

 FORMCHECKBOX 
 Manage Staff Schedules – Access to enter and view appointments for all active agency staff.

 FORMCHECKBOX 
 Manage Staff Schedules (Read-Only) – Access to view appointments for all active agency staff.

 FORMCHECKBOX 
 Notes (Full Access) – Access to enter and view miscellaneous notes.
 FORMCHECKBOX 
 Referrals (Full Access) – Access to accept/reject referrals from other agencies in WITS.
 FORMCHECKBOX 
 Release to Billing – Access to release encounter notes.

 FORMCHECKBOX 
 Reset Logon – Access to enable accounts, reset passwords and pins, and unlock staff accounts.
 FORMCHECKBOX 
 TxEncounter (Full Access) – Access to enter encounter notes (billable notes).

 FORMCHECKBOX 
 Vital Signs (Full Access) – Access to enter vital signs.

* Staff that will create the Group Types and set-up the initial Group Profiles should be granted Group Notes (Add Group).

	GAIN Access

	Please submit a copy of GAIN Certification or IDHW GAIN Trainee Form*.  Supporting documentation of QP Status must be on file at DHW for individuals at DHW Treatment Agencies and will be verified before permissions will be granted.  

 FORMCHECKBOX 
 GAIN-I
 FORMCHECKBOX 
 GAIN Data Manager

*IDHW GAIN Trainee’s must achieve GAIN Certification within six months of the date of the training. Access to the GAIN site will be revoked if not certified within this timeframe.



	Justification:      



The signature below serves as a record that I have reviewed this request and approve of the requested WITS security access. 

__________________________________________________        _____________________
Agency WITS Administrator Signature/Other Appropriate Staff
Date

Submit the completed form(s) to the WITS Help Desk: 

via Support Ticket in WITS, or email dbhwitshd@dhw.idaho.gov, or fax 208-332-7305.
IDAHO WITS USER AGREEMENT

Substance Use Disorders Program

I,      , employed by       (agency name), understand that all information on the Idaho WITS database is confidential and I agree not to disclose any information regarding persons who have applied for, have received or who are receiving substance use disorders services to any unauthorized persons.


I understand that I may only use the information in the performance of activities of the Idaho WITS system for which I have been authorized.  I understand that use or disclosure of any information concerning a recipient of assistance or service for any purpose other than the activities of Idaho WITS is prohibited except on written consent of the recipient.


I understand that I may only use the Idaho WITS site for those specific functions for which I am authorized. I understand that I will only be given access to information for which I have a legitimate need to know to complete my job functions.


I understand that my Idaho WITS Password and PIN are confidential and must be protected from unauthorized access. They are to be used only by me and I am prohibited from sharing my individual security information. Therefore, I agree to (a) limit unauthorized physical access to computer systems, displays, networks and health-care records; (b) position monitors and keyboards so they are not easily seen by anyone other than myself; (c) where appropriate, program workstations to display password protected screen savers if left idle for a specified period of time.


I understand that Help Desk service for Idaho WITS will be provided through the Idaho Department of Health and Welfare as a free service for users. I acknowledge and accept that Help Desk service is provided without representation or warranty of any kind, and as such no liability will be taken for advice and assistance given to me where I or my representatives deem that advice to be inappropriate or incorrect. I am welcome to use the Idaho WITS Help Desk to help resolve WITS issues; however the Department and WITS Help Desk accepts no responsibility for any loss that may be suffered by any user who relies totally or partially on information imparted by the Idaho WITS Help Desk to make the service workable in the providers' environment. The Department and WITS Help Desk will not be liable to you or any other persons or entity with respect to any liability, loss or damage caused or alleged to be caused either directly or indirectly by WITS or the WITS Help Desk. The Department reserves the right to protect our Help Desk staff from any form of abuse by withdrawing the Help Desk service from the customer at any time deemed fit by Department management.  


By signing below, I am indicating that I have read this entire nondisclosure agreement and agree to abide by it.  I also understand that any violation of this agreement may result in the revocation of my access to Idaho WITS. Furthermore, I understand that criminal prosecution may be undertaken if I knowingly and intentionally disclose the information to anyone who is unauthorized, or use the data for fraudulent purposes.

____________________________________

Print Name

_____________________________________

___________________              Signature





           Date

Chestnut Health Systems

Modified for use in Idaho 
GAIN ABS User Information

	If you have any questions about this form, please e-mail the WITS Help Desk at:
 dbhwitshd@dhw.idaho.gov  or call 208-332-7316.


	Today’s Date:      

	User INFORMATION

	Agency name:      

	GAIN ABS User First Name:      

	GAIN ABS User Last Name:      

	Phone number:      

	E-mail address:      

	Address:      

	City:      
	State:      
	Zip code:      

	Staff ID: To be assigned by SUD

	Is a completed GAIN Usage Agreement included for this user?   FORMCHECKBOX 
 Yes       FORMCHECKBOX 
 No 

	

	Permissions

	(Please select the permissions for this user. According to HIPAA guidelines, a person should only have enough access necessary to perform his or her job. Also, the number of users that have permission to delete assessments, transfer assessments, and receive assessments should be limited.)

	 FORMCHECKBOX 
 Create assessments 

	 FORMCHECKBOX 
 Edit assessments (If this GAIN ABS user will be completing assessments in more than one session, he or she must have this permission.)

	 FORMCHECKBOX 
 Read/review assessments

	 FORMCHECKBOX 
 Generate/edit GAIN Recommendation and Referral Summaries (G-RRS)

	 FORMCHECKBOX 
 Read/review GAIN Recommendation and Referral Summaries (G-RRS)

	 FORMCHECKBOX 
 Generate/edit Quick Recommendation and Referral Summaries (Q-RRS)

	 FORMCHECKBOX 
 Read/review Quick Recommendation and Referral Summaries (Q-RRS)

	 FORMCHECKBOX 
 Generate Personalized Feedback Reports (PFR)

	 FORMCHECKBOX 
 Generate full assessment reports (full list of items and responses)

	 FORMCHECKBOX 
 Generate Validity Reports

	


Submit the completed form(s) to the WITS Help Desk: 

via Support Ticket in WITS, or email dbhwitshd@dhw.idaho.gov, or fax 208-332-7305.
GAIN Usage Agreement

 (Last updated By GAIN June 20, 2007)

By signing below I am agreeing to:

· use the GAIN only if I (or my agency) have a valid GAIN license agreement.

· represent the GAIN only as a tool for research or program evaluation and, if used clinically, as one of several sources of information that should be combined with clinical judgment in making diagnosis, placement and other clinical decisions.

· not train others to use the GAIN until I have been certified, or not otherwise misrepresent my certification level to others. 

Name:

___________________________________________________________

Agency:
___________________________________________________________

Address:
___________________________________________________________



___________________________________________________________

Phone:
___________________________________________________________

Fax:

___________________________________________________________

E-mail:
___________________________________________________________

Grant Program (if applicable):__Not  Applicable________________________________

Grant # (if applicable):_ Not Applicable_______________________________________

Sponsor/Funder (if applicable):__ Not Applicable_______________________________

GAIN License #:  Idaho Project License

________________________________________


____/_____/_________
Trainee Signature







Date (MM/DD/YYYY)

________________________________________

Print Trainee’s Name 








________________________________________


____/____/__________
GAIN Certified Trainer






Date (MM/DD/YYYY)

________________________________________

Print Trainer’s Name 
Trainer, Please initial All that apply:

___ GAIN Coursework Certificate


___ GAIN Administration Certification
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