Forgot Password?

IRIS now allows users to reset their own password without the assistance of the IRIS Help
Desk. In order to reset your own password, you will need to have an email address and
established security questions on your user account. New users will be prompted to establish
security questions and update email address upon logging in the first time. Established users
will be prompted for this information after this functionality has been implemented the first time
they log in.

1. If you need to reset your password, click the ‘Forgot Password?’ button on the IRIS

login page.
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2. Enter your Username, and Email Address assaociated with your user account.
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Please enter the Username and Email Address
associated with your IRIS account and click Submit.

Usemname: [ |

Email Address: ‘ |

3. Click the ‘Submit’ button.

4. A message, ‘A password reset link has been sent to the email address associated
with this account and will be active for 24 hours.’ will display when the request has
been submitted.
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From: Message sent on behalf of iris@dhw.idaho.gov DO NOT REPLY <iris@dhw.idaho.gov> Sent: Wed 1/27/201
To: = Baker, Jennifer - CO 4th
Ce:
Subject: Requested IRIS Information

Jennifer Baker.

Your request has been submitted to change your IRIS passward. Please click the link below ta reset you
password. This link will he active for 24 hours.

https://iris.dhw.idaho.gov:444/TRISTRN/securityChallenge.do?
token=207feaZeb36ce3ecd6886a48cd89159db02b37b951280237382e0b539552 881

If wvou did not initiate this request., please contact the IRIS Help Desk.

5. Open the email associated with the user account. The email will include a link to reset
your password. The link will be active for 24 hours. To reset your password, click the link

in the email.
6. The link will take you to a screen in IRIS where one of your security questions will be
displayed.
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Please provide the answer to your security
question.

What is your oldest cousin's first and last name?

|

7. Enter the answer to the security question. Answers are not case-sensitive.
8. Click the ‘Submit’ button.

NOTE: vou will have three attempts to correctly answer security questions. Your
account and password reset will be locked after the third invalid attempt.

9. After correctly answering your security question, the Change My Password screen will
display. Type your new password, then confirm your new password.

Change Password

User Noelle Example
Username nexample Cancel

* New Password | l

* Confirm New Password [ |

10. Click the ‘Save’ button. To login to IRIS, click the IRIS link under Applications menu
group o on the left menu

11. The page that will show next is determined by how your account is set up.

a. User accounts set up with access to a single organization will be taken to the
IRIS Home page for that organization, shown below.
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organization IR Physicians « user Noelle Example « role Admin User (Provider)

announcements:

NEW 12/24/2015 ~ Pentacel Vaccine Delay
12/15/2015 ~ Updated VIS for PCV13
Production Region 1.7.1 12/15/2015 ~ Updated Multi-Pediatric VIS
12/09/2015 ~ Storage & Handling Survey (VacSHIP
12/09/2015 ~ 12/15/2015 is the last day orders processed in December

enter new patient 12/02/2015 ~ 2015-2016 Influenza Vaccine Availability as of 12/02/2015
manage patient 11/20/2015 ~ 2015-2016 Influenza Vaccine Availability as of 11/20/2015
Immunizations 11/03/2015 ~ 2015-2016 Influenza Vaccine Availability as of 11/03/2015
manage immunizations =
Reports 10/27/2015 ~ 2015-2016 Influenza Vaccine Availability as of 10/27/2015
reminder / recall 10/22/2015 ~ 2015-2016 Influenza Vaccine Availability as of 10/22/2015
check reminder status more announcements
manage custom letters -
request callback
cocasa extract release notes:
check request status
5 repon_ NEW (06/30/2015 ~ Release Version 1.7.1 Release 1.7.1 Maintenance
group patients
check group status more release notes
assessment report
check assessment : : :
benchmark report Vaccine Order/Transfer Notification ...
crcocoenmmarc  [lipe ————Tsigps pviing it Shpmert
ad hoc list report
S coump;pon Order(s) No Order Notification
ad hoc report status Transfer(s) No Transfer Notification

rnld ctnrana rannrd

b. User accounts set up with access to more than one organization will be taken to
the Select Organization screen in the portal shown below. To Login to IRIS,
select an organization name from the list.
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Weicome To access the Patient Menu click on an organization below.

Noelle Example IR PHYSICIANS T.

IR Physicians

ate of Wisconsin. All

Applications
IRIS

Manage Access
List Organizations
Edit Organization

Manage My Account
Change My Password
Edit My User Account
Security Questions

Forgot Password Instructions February 11, 2016

IRIS

Idaho Immunization Program



Editing My User Account

You can update your user contact information including address, email and phone number using
the Edit My User Account link. The first time an established user logs into IRIS after the
“forgotten password” functionality is deployed, they will be prompted to add email address if
there isn’t already one associated with the user’s account.

1. Under the Manage My Account section of the menu panel, click on Edit My User
Account. This will invoke the Edit User screen as shown on the next page.

Edit User

Username nexample

* User First Name [Noelle x|
* User Last Name lExample ‘

User Middle Initial l ‘

* Street Address [

|
Other Address ‘ ‘
|
|

P.O. BOX’

-ciy |

@9 cw[ ][]

e ]

* Phone Number | | | | - | | e[ ]

2. Edit your first name, last name and email address in the appropriate fields.
Administrators must enter street address, city, state, zip and phone number.

3. Press Save. You will be routed to the Select Organization page of the portal.

Note: Required fields are displayed in *blue. The first name, last name and email fields are
required fields for all users on the Edit User screen. If you are an Administrative User,
Address and Phone Number fields are also required. You may edit these fields, but do
not remove the information from them.
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Security Questions

Each IRIS user is required to establish three security questions and answers which are used
when requesting an automated password reset using the Forgot Password button on the IRIS
Login page. New users will be required to establish their questions after their initial login to the
system. Existing users will be prompted to establish their questions when they log in to IRIS
after the forgotten password functionality has been implemented.

1. Under the Manage My Account section of the menu panel, click on Security
Questions. This will invoke the Establish Security Questions and Responses

screen.
Please Establish Security Questions and Answers
Question 1: | V]
Answer:| l

Confirm Answer: | |

Question 2: v

Answer: l ]

Confirm Answer: | |

Question 3:| v

Answer: | ]

Confirm Answer: | |
| Submit

2. To establish security questions, select a question from the drop down list.

3. Enter your answer and confirm your answer for each question.
4. Repeat steps to create three security question and answers for your account.
5. Select the ‘Submit’ button when you have finished.

6. If your user account does not contain an email address, a popup message will display:
‘Your email address has not been entered, please add your email address on the Edit
My User Account screen.” You will be routed to Edit My User Account screen. Refer
to the Edit My User Account section of this chapter on how to update your email
address.
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Note: The answers are NOT case sensitive (i.e., it does not matter if you use upper or lower
case characters).

The security questions MUST meet the following criteria:

. All Question, Answer and Confirmation Answer fields are required.

. Answers must be five or more characters

. Answers cannot be your IRIS Username

. Answers cannot match the other chosen answers

. Confirmation Answer must match Answer

. Be something that you will easily remember
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